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Unit I

Introduction to Data Communication:

In Data

damental cCommunications, data generally are defined as information that is stored in

digital form. Data communications is the process of transferring digital information between two
or more points. Information is defined as the knowledge or intelligence. Data communications
can be summarized as the transmission, reception, and processing of

digital information. For data communications to occur, the communicating devices must be

part of a communication system g gnation of hardware (physical
equipment) and software (prog®am effectiven a communications system
depends on four funharac > deld i nﬁter.

Network:

Any group of c
and the proc

network is ca&n
network are E)
Protoco*sg

An associatj i the
standards or: a i i ini

the standard i i rs and
users compl th i i r data

communication are:
1. International Standa
ISO is the international org ge of subjects. It is
comprised mainly of member various governments

throughout the world{t § even resp models whidl, provides high
level of system comp E , quality enhancement, improved procﬁ 1% and reduced

msh- ndorsing and coor 1n§|* work of the other

costs. The ISO is also respon

standards organizations. E ﬁ# J][ E}'ﬂ{
nior=Tel munica

(ITU-T)

2. International Telecommunications

ITU-T is one of the four permanent parts of the International Telecommunications Union
based in Geneva, Switzerland. It has developed three sets of specifications: the V series
for modem interfacing and data transmission over telephone lines, the X series for data
transmission over public digital networks, email and directory services; the I and Q series

s network,

tion Sector

for Integrated Services Digital Network (ISDN) and its extension Broadband ISDN. ITU-T
membership consists of government authorities and representatives from many
countries and it is the present standards organization for the United Nations.




3. Institute of Electrical and Electronics Engineers (IEEE)

IEEE is an international professional organization founded in United States and is
compromised of electronics, computer and communications engineers. It is currently the
world’s largest professional society with over 200,000 members. It develops
communication and information processing standards with the underlying goal of
advancing theory, creativity, and product quality in any field related to electrical
engineering.

4. American National Standards Institute (ANSI)

ANSI is the official standards agency for the United States and is the U.S voting
representative for the ISO. ANSI is a completely private, non-profit organization
comprised of equipment manufacturers and users of data processing equipment and
services. ANSI membership is compgiseg kLE\ professional societies, industry
associations, governmental an goods.

5. Electronics Industry
EIA is a non-profit U. % i 3 nds industrial
standards. EIA activg lo St ] g

and lobbying and ' i rd) series
of standards for i

TIA is the le

industry. I g ket
developme on, . epiBsents
manufacturﬂo i i i product & also
facilitates t 0 i

7. Internet
IAB earlie
(Advanced
purpose is to C 3 x N A Bisa
technical adv '

II. Manages the proces
appeal board for complaft : i fardization

process.
I11. Responsible for adgninistratio i - 2sS#8ned nurnb
IV. Acts as a repres #V or Internet est 1n liaison rel i@ps with

other organizations.
V. Acts as a source of adv1ce the QI
Internet Society concerning Varlous & its

Line Configuration:

offlcers of
chnologles

A network is two or more devices connected through a link. A link is a communication
pathway that transfer data from one device to another. Devices can be a computer,
printer or any other device that is capable to send and receive data. For visualization

purpose, imagine any link as a line drawn between two points.

For communication to occur, two devices must be connected in some way to the same

link at the same time. There are two possible types of connections:

1. Point-to-Point Connection




2. Multipoint Connection




Point-to-Point Connection :

1. A point-to-point connection provides a dedicated link between two devices.

2. The entire capacity of the link is reserved for transmission between those two
devices.

3. Most point-to-point connections use a actual length of wire or cable to connect the
two end, but other options such as microwave or satellite links are also possible.

4. Point to point network topology is considered to be one of the easiest and most
conventional network
topologies.

5. It is also the simplest to establish and understand.
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Bus Topology

In case of Bus topology, all devices share single communication line or cable. Bus topology may
have problem while multiple hosts sending data at the same time. Therefore, Bus topology either
uses CSMA/CD technology or recognizes one host as Bus Master to solve the issue. It is one of
the simple forms of networking where a failure of a device does not affect the other devices. But
failure of the shared communication line can make all other devices stop functioning.
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As in Bus topology, hub acts as single point of failure. If hub fails, connectivity of all hosts to all other
hosts fails. Every communication between hosts takes place through only the hub. Star topology is not
expensive as to connect one more host, only one cable is required and configuration is simple.

Ring Topology

In ring topology, each host machine connects to exactly two other machines, creating a circular network
structure. When one host tries to communicate or send message to a host which is not adjacent to it, the
data travels through all intermediate hosts. To connect one more host in the existing structure, the
administrator may need only one more extra cable.

Failure of any host results in failure of the whol in Thus every connection in the ring is a point of
failure. There are methods which emp
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The above picture represents an arbitrarily hybrid topology. The combining topologies may contain
attributes of Star, Ring, Bus, and Daisy-chain topologies. Most WANSs are connected by means of Dual-
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Ring topology and networks connected to them are mostly Star topology networks. Internet is the best
example of largest Hybrid topology.

Transmission mode:

Transmission mode refers to the mechanism of transferring of data between two devices
connected over a network. It is also called Communication Mode. These modes direct
the direction of flow of information. There are three types of transmission modes. They
are:

1. Simplex Mode

2. Half duplex Mode Eﬂ L L E

3. Full duplex ""‘ E:"
ranmusmnnh ode

l l

Simplex Full Duplex

Half Duplex

SIMPL

COlTli :l.ll'llCZ:lthIl is

al communication is
al, and do not expect any

In this type of transm
unidirectional. We cann
done in Simplex Systems
response back.

Examples of smlplex@?re loudspeakers;tele roadcasting
keyboard and monitor efc

%\
Youp [ gut S®

Direction of Data —» ]
Monitor
CPU >

HALF DUPLEX Mode

ision and remote,

Half-duplex data transmission means that data can be transmitted in both directions on a signal
carrier, but not at the same time.
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For example, on a local area network using a technology that has half-duplex transmission, one
workstation can send data on the line and then immediately receive data on the line from the
same direction in which data was just transmitted. Hence half-duplex transmission implies a
bidirectional line (one that can carry data in both directions) but data can be sent in only one
direction at a time.

Example of half duplex is a walkie- talkie in which message is sent one at a time but messages
are sent in both the directions.

Direction of datal —»

4+—— Direction of data 2

FULL D

In full duplqﬁs

time in othw)r

Example o 1
persons by

tween two

Direction of Data
N
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Classification of Netwf l u hr-

Generally, networks are dlSt gul ed on their geographical s Eﬁ % rk can be as small as
a

distance between your mobile phon EueI rna"]1 rge as the internet itself,

covering the whole geographical world.

Local Area Network

A computer network spanned inside a building and operated under single administrative system is
generally termed as Local Area Network (LAN). Usually, LAN covers an organization offices, schools,
colleges or universities. Number of systems connected in LAN may vary from as least as two to as much
as 16 million.

LAN provides a useful way of sharing the resources between end users. The resources such as printers,
file servers, scanners, and internet are easily sharable among computers.
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Backbone of MAN is high-capacity and high-speed fiber optics. MAN works in between Local Area
Network and Wide Area Network. MAN provides uplink for LANs to WANSs or internet.

Wide Area Network

As the name suggests, the Wide Area Network (WAN) covers a wide area which may span
across provinces and even a whole country. Generally, telecommunication networks are Wide
Area Network. These networks provide connectivity to MANs and LANSs. Since they are
equipped with very high speed backbone, WANs use very expensive network equipment.

WAN may use advanced technologies such as Asynchronous Transfer Mode (ATM), Frame Relay, and

Synchronous Optical Network (SONETi ﬂtLtnE by multiple administration.

Internetwork

A network of networks_j
existence on this planei
Home networks. Ini
Internet is widel
migrating from I

Internet enab]em It uses WWW,
FTP, email se#, i i lig*=Server model.

the largest network in
nection to LANs and
tocol. Present day,
, it is gradually

Internet uses jous cont 'eﬂts, fibers are laid
under sea known to | -

Internet is wi d i i essible by client
software kno located on some
Web Server ML page. The
communicatio

OSI Model:

International standard org;
develop architecture for co
effort. In 1984, the Open System

el is the result of this
model was approved as

ability to connect any two sy#te #& C nfor del and associated
standards. The OSI model describes f ﬁia makes its way from application
programmes (such as spreadsheets) through a network medium (such as wire) to another
application programme located on another network. The OSI reference model divides the
problem of moving information between computers over a network medium into SEVEN
smaller and more manageable problems. The seven layers are:

an international standagk rgnumcatlons architecture. T“ open” denotes the
mo




Application Layer

Presentation Layer
Session Layer
Transport Layer
Network Layer
Data Link Layer

Physical Layer

Layers of OSI

o

Interface

------------------ Transport protocol-----------------

Communication subnet protocol

Metwork layer host-router protocol

Data link layer host-router protocol

Internal subnet protocol

Name of Unit

APDU

PPDU

SPDU

TPDU

Packet

Frame

Bit
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Feature of OSI Model

1. Big picture of communication over network is understandable through this OSI model.
2. We see how hardware and software work together.

3. We can understand new technologies as they are developed.

4. Troubleshooting is easier by separate networks.

5. Can be used to compare basic functional relationships on different networks.

Parallel and Serial Tra

When data is sent 0 iyl al data trang in a specific order,
since they can on@ giit one aftel another. The he data b1 ictates how the
i

transmission is eceived. It if hs a reliabl guikads 51 thod because a
data bit is only a bit has al received

Modems: u

Modem is g -x D : - data transfer
from one ccumiwi he computer
network wor#¥in ] J s gussages across
phone lines.

Modulator col®®its}; 3]t e *te - tgnsmitting end

and de-modulator con g end. The process of

converting analog signd gfials of another computer
network so they can be proct l to as digitizing.

When an analog facility is used 8 een two digital devices called Data
#{minal Or a computer.

Terminal Equipment IF}_rnodems are

L 8
Analog Signal h
Digital Sigmal s Ian:.lg} i;n.:
LT LY LAY Digital Signal
e ’ UV 11 -ﬂ
- | Telephone Lina B -

ModulationDeModulation
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Full duplex

¢ A full duplex modem allow: m&&% directions.

thEm r incoming. Wire and

e Therefore, there are t
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¢ The line interfa to transmission

medium. 4-wir
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used for inco

e Full duplem
Q
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-
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* The data connection establis

0 a 2-wire connection.
e In 2-wire modems# duplex m at uses th te frequency for the
incoming and outgoing 1#rs n be easily implemented. i

* For full duplex mode of ope t# CriiﬁiT t*ﬁnsmission channels, one for
ikc

igme
transmit direction and the other for reg'ru di

* This is achieved by frequency division multiplexing of two different carrier frequencies. These
carriers are placed within the bandwidth of the speech channel.
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Modulation techniques used for Modem:

The basic modulation techniques used by a modem to convert digital data to analog
signals are :

19
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* Amplitude shift keying (ASK).

* Frequency shift keying (FSK).

» Phase shift keying (PSK).

* Differential PSK (DPSK).

These techniques are known as the binary continuous wave (CW) modulation.

* Modems are always used in pairs. Any system whether simplex, half duplex or full
duplex requires a modem at the transmitting as well as the receiving end.

» Thus a modem acts as the electronic bridge between two worlds — the world of purely

digital signals and the established arﬁgl-cl-lE
Guided Media: ﬁ E E%

Transmission media i
to transport bits fr
transmission. Med

v Guided medi
v Unguided

igal layer is
ed for the actual

I i

Sender | Physical layer

I Thl'l.urllu.mu mediam

l'.lhk:uur

Communicati

1.7.1 Guided

There are five types in
1) Magnetic Media

2) Twisted Pairs

3) Coaxial Cable

4) Power Lines

5) Fiber Optics

1. Magnetic Medla ﬂ
The most common ways to tra dﬂ'ﬂ HIZ lir tt er is to write them
onto magnetic tape or removable media. Phys ryﬂl) the tape or disks to the destination

machine, and read them back in again. A simple calculation will make this point clear.

An industry-standard Ultrium tape can hold 800 gigabytes. A box 60 x 60 x 60 cm can

hold about 1000 of these tapes, for a total capacity of 800 terabytes, or 6400 terabits (6.4
petabits). A box of tapes can be delivered anywhere in the United States in 24 hours by Federal
Express and other companies.

It is more cost effective, especially for applications in which high bandwidth or cost per

bit transported. It has delay characteristics are poor.

2. Twisted Pairs
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Its uses metallic (Copper) conductors that accept and transport signals in the form of
electric current.

Twisted pair cable

A twisted pair consists of two insulated copper wires, typically about 1 mm thick. The

wires are twisted together in a helical form. A twisted pair consists of two conductors(normally
copper), each with its own plastic insulation, twisted together. One of these wires is used to carry
signals to the receiver, and the other is used only as ground reference.

The receiver uses the difference between the two.gln addition to the signal sent by the

sender on one of the wires, interferﬁ&nhg affect both wires and create

unwanted signals.

If the two wires are
wires because they
results in a differe

e same in both
ources. This

— Unshielded
— Shielded
a). Unshield
It is the most
Twisted Pai

plastic insul
consist of 2 0
¢ Advantag
v Installation
v Flexible

v Cheap

v It has high speed capac
v 100 meter limit

v Higher grades of UT] are use i net.
* Disadvantages of ?E'Ed Twiste

v Bandwidth is low wh mpgeed with Coaxial Cable \*t
v Provides less protection fro #F : 5‘

b). Shielded Twisted Pair Cable [ 1 | EI.‘

This cable has a metal foil or braided-mesh covering which encases each pair of
insulated conductors. Electromagnetic noise penetration is prevented by metal casing

Advantages of Shielded Twisted Pair Cable

v Easy to install

v Performance is adequate

v Can be used for Analog or Digital transmission
v Increases the signalling rate

v Higher capacity than unshielded twisted pair

v Eliminates crosstalk

* Disadvantages of Shielded Twisted Pair Cable
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v Difficult to manufacture

v Heavy

* Applications of Shielded Twisted Pair Cable

In telephone lines to provide voice and data channels. The DSL lines that are used by

the telephone companies to provide high-data-rate connections also use the high-bandwidth
capability of unshielded twisted-pair cables.

Local Area Network, such as 10Base-T and 100Base-T, also use twisted-pair cables.

3. Coaxial Cable:

Another common transmission medium is the coaxial cable. Two kinds of coaxial cable are
widely used. One kind, 50-ohm cable, is commonly used when it is intended for digital

transmission from the start. The other kinge?Sohmn cglle, is commonly used for analog
transmission and cable television. ﬁ‘hL}tEe =

A coaxial cable consists of \éop NiLe geeare. SUrMghded by an insulating material.
The insulator is encased 1 CO or a 0 elﬂ) n braided mesh. The
coaxial cable

The constructio ieldi i e it a goOe@

outer conductor is co plastic sheath.
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Unguided Media:

Unguided medium transport electromagnetic waves without
using a physical conductor. This type of communication is
often referred to as wireless communication. Signals are
normally broadcast through free space and thus are available
to anyone who has a device capable of receiving them.

The below figure shows the part of the electromagnetic
spectrum, ranging fronr#j'a , used for
wireless communlc

raAYYy C

Radio wave and microwave Infrared
3 400 900
kHz lI‘ THz THz
lonosphere lonosphere Iunosphere

Ground propagation Sky propagation Line-of-sight propagation
(below 2 MHz) (2-30 MHz) (above 30 MHz)
Propagation Modes

¢ Ground Propagation: In this, radio waves travel through the lowest
portion of the atmosphere, hugging the Earth. These low-frequency




signals emanate in all directions from the transmitting antenna and
follow the curvature of the planet.

¢ Sky Propagation: In this, higher-frequency radio waves radiate upward
into the ionosphere where they are reflected back to Earth. This type of
transmission allows for greater distances with lower output power.

¢ Line-of-sight Propagation: in this type, very high-frequency signals
are transmitted in straight lines directly from antenna to antenna.

We can divide wireless transmission ato&ﬁﬁi E.l :
1. Radio waves ua :E

2. Micro waves

3. Infrared

Radio Waves ltml

Electromag i i nmally called
radio waves.

—
Radio wave azopagated in
all directions igned. A

sending anten directional
property has d aijtag i eJgsceptible to
interference by anothe i and.

Radio waves, particularly an penetrate walls. This
characteristic can be both an dvantage because, an AM
radio can receive signajs inside a i ecause we cannot isolate a

communication to jus #ﬂrpr outside a y *
\!
CUTTT A




Micro Waves

Electromagn
Micro wave
focused. Thi
unidirectional pro

interfering z
The followin Q0at]
o M1cr0 ve pr T i C ugntennas need

be very tall.

B characteristic can be a
disadvantage if receivers

¢ The microwa *ts relatively wide, almost 299 GHz. Thiﬁtwlder sub-bands can
ah

be assigned and

gs possible. ‘
¢ Use of certain portions of the nﬂeql [ Ellon from authorities.
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1.Parabolic Dish Antenna

In this every line parallel to the line of symmetry reflects off the curve at angles in a way that
they intersect at a common point called focus. This antenna is based on geometry of parabola.

Line of Symmetry

2.Horn Antenlﬁ,:I

It is a lik
broadc

Satellite Microwa

This is a microwave relay station which is placed in outer space. The satellites are
launched either by rockets or space shuttles carry them.

These are positioned 36000 Km above the equator with an orbit speed that exactly matches the

rotation speed of the earth. As the satellite is positioned in a geo-synchronous orbit, it is

stationery relative to earth and always stays over the same point on the ground. This is usually

done to allow ground stations to aim antenna at a fixed point in the sky.
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Satellite 2 Satellite 1

Satellite 3

O'4

Features of iﬂll

Advantages

e Transmitting s
satellite has tran

¢ A single microwave

f;r

¥
Disadvantages of Satellite Microvg\ﬂl .' I [ El1

e Satellite manufacturing cost is very high

¢ Cost of launching satellite is very expensive

Types of Error:

There are many reasons such as noise, cross-talk etc., which may help data to get
corrupted during transmission. The upper layers work on some generalized view of




network architecture and are not aware of actual hardware data processing. Hence,

the upper layers expect error-free transmission between the systems. Most of the
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applications would not function expectedly if they receive erroneous data.
Applications such as voice and video may not be that affected and with some errors
they may still function well.

Data-link layer uses some error control mechanism to ensure that frames (data bit

streams) are transmitted with certain level of accuracy. But to understand how
errors is controlled, it is essential to know what types of errors may occur.

Types of Errors
There may be three types of errors:

Single bit error

In a frame, there is only one blﬂm ich is corrupt.
Multiple bits error ﬁ _l-—h

Sent ‘ Received
11]of1[1]0]0[1]1] (1jo/1|CHoFg1]1)

Frame is rec ith more than one orrupte
Burst errcﬂ..-

Sent ‘ Received
[1/of1[1]0]0[1]1] llﬂﬂﬂlll

Frame co
Error cont
Error de

Error cor

Error Detecti
Errors in the received
Redundancy Check (CRC): sent along with actual

data to confirm thajbits recel e as they were sent. If the
counter-check at end fails, t s'are considered c&ted.

Error Correction #ﬂ'! L ﬂrg'

In the digital world, error correction

Check and Cyclic

in two ways:

Backward Error Correction
When the receiver detects an error in the data received, it requests back the sender
to retransmit the data unit.

Forward Error Correction
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When the receiver detects some error in the data received, it executes error-
correcting code, which helps it to auto-recover and to correct some kinds of errors.
The first one, Backward Error Correction, is simple and can only be efficiently used
where retransmitting is not expensive. For example, fiber optics. But in case of
wireless transmission retransmitting may cost too much. In the latter case, Forward
Error Correction is used.

To correct the error in data frame, the receiver must know exactly which bit in the frame is
corrupted. To locate the bit in error, redundant bits are used as parity bits for error detection. For
example, we take ASCII words (7 bits data), then there could be 8 kind of information we need:

first seven bits to tell us which bit is in ertor @and gnegaore bit to tell that there is no error.

For m data bits, r redundant bits ag ﬂ% combinations of information. In

m+r bit codeword, there is [ t itS" t es may get corrupted. So the

number of r bits used mu t [ u w information, i.e. m+r+1.
r

2 >=m+r+1

&,

Ethernef}*
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Ethernet s h pﬂbility of data
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technology et [ et, all its hosts

roll back, wait for s

48-bits MAC address.
icate with remote devices

Ethernet connector is
This helps other Ethernet
in Ethernet.

Traditional Ethernetﬂs. SE-T specifications. The iwl‘ 10 depicts 10MBPS
h

speed, BASE stands for ﬂh apnd T. S % ck Ethernet. 10BASE-T
Ethernet provides transmission Lg [oﬂo ahd uses coaxial cable or Cat-5
twisted pair cable with RJ-5 connector. Ethernet follows Star topology with segment

length up to 100 meters. All devices are connected to a hub/switch in a star
fashion.

Ethernet Cabling

The name "Ethernet" refers to the cable (the ether). Four types of cabling are commonly

Used.

* 10Base5 is called thick Ethernet. Connections use vampire taps. The first number,

10, is the speed in Mbps. The word "Base" (or sometimes "BASE") to indicate

baseband transmission and can support segments of up to 500 meters (for coaxial

cable).
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* 10Base2 is called thin Ethernet. Connections are done using T junctions. This is cheaper and
easier to install. But it can run for only 185 meters per segment, each of which can handle only
30 machines.

Detecting cable breaks, excessive length, bad taps, or loose connectors can be a major problem
with both media. For this reason, techniques have been developed to track them down.
Basically, a pulse of known shape is injected into the cable. If the pulse hits an obstacle or the
end of the cable, an echo will be generated and sent back. By carefully timing the interval
between sending the pulse and receiving the echo, it is possible to localize the origin of the
echo.
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Virtual LAN

LAN uses Ethernet which in turn works on shared media. Shared media in Ethernet
create one single Broadcast domain and one single Collision domain. Introduction of
switches to Ethernet has removed single collision domain issue and each device
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connected to switch works in its separate collision domain. But even Switches
cannot divide a network into separate Broadcast domains.

Virtual LAN is a solution to divide a single Broadcast domain into multiple Broadcast
domains. Host in one VLAN cannot speak to a host in another. By default, all hosts
are placed into the same VLAN.

In this diagram, different VLANs are depicted in different color codes. Hosts in one
VLAN, even if connected on the same Switch cannot see or speak to other hosts in
different VLANs. VLAN is Layer-2 technology which works closely on Ethernet.

2.4.8. IEEE 802.2: Logical Link Control

It hides the differences between th ﬁ\k ks by providing a single
format and interface to thwﬂ L ms alf of the data link layer, with
the MAC sublayer belo& I“ E

E

Network layer Packet

,
Data LLC [LLC | Packet |

link 4 p=——m————————————
layer MAC [ MAC [I_Lg,| Packet [ MAC | g
g
i
1 |
Physical layer Nam ke
(a)

Network lay ence
and acknow ! er, the
reverse proc E

LLC provides three : b)Acknowledged
datagram service c)Reli 1ented rvice' der has three fields:
destination and source acce eld. T field contains sequence
and acknowledgement numbers.

Retrospective on {feﬂe
1

v Ethernet is simple and ﬂex1r

v Ethernet is reliable, cheap, and ea#uﬂlal t

v Thin Ethernet and twisted-pair wiring are relatlvely inexpensive

v Ethernet is easy to maintain.

v There is no software to install (other than the drivers) and not much in the way
of configuration tables to manage.

v Adding new hosts is as simple as just plugging them in.

2.5. Wireless LAN

A wireless LAN (WLAN) is a wireless computer network that links two or more devices
using wireless distribution method to form a local area network (LAN) within a limited area
such as a home, school, computer laboratory, campus, office building etc. This gives users the
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ability to move around within the area and yet still be connected to the network (Figure 2.27).
Most modern WLANS are based on IEEE 802.11 standards and are marketed under the

Wi-Fi brand name. Wireless LANs have become popular for use in the home, due to their ease
of installation and use. They are also popular in commercial properties that offer wireless
access to their employees and customers.

e Advantages of Wireless LANs

v Flexibility: Within radio coverage, nodes can communicate without further restriction.
Radio waves can penetrate walls, senders and receivers can be placed anywhere (also
non-visible, e.g., within devices, in walls etc.).

v Planning: Only wireless ad-hoc networks allow for communication without previous

planning, any wired network needs Eﬁ' I E

—

CONNECTED

tabdet

= ~N
L

—_—

laptop (wired or wineloss

i artphond

smartwatih P (el

Robustness: Wireless networks can handle disasters, e.g., earthquakes, flood etc.

whereas, networks requiring a wired infrastructure will usually break down completely

in disasters.

v Cost: The cost of installing and maintaining a wireless LAN is on average lower

than the cost of installing and maintaining a traditional wired LAN, for two reasons.

v Ease of Use: Wireless LAN is easy to use and the users need very little new information
to take advantage of WLANS.

Disadvantages of wireless LANs
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v Quality of Services: Quality of wireless LAN is typically lower than wired networks. The main
reason for this is the lower bandwidth due to limitations is radio transmission, higher error rates
due to interference and higher delay/delay variation due to extensive error correction and detection
mechanisms.

v Proprietary Solutions: Due to slow standardization procedures, many companies have

come up with proprietary solutions offering standardization functionality plus many

enhanced features. Most components today adhere to the basic standards IEEE 802.11a

or 802.11b.

v Restrictions: Several govt. and non-govt. institutions world-wide regulate the operation

and restrict frequencies to minimize interference.

v Global operation: Wireless LAN products are sold in all countries so, national and

international frequency regulations havﬁllﬁ
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Switching is process to forward packets coming in from one port to a port leading
towards the destination. When data comes on a port it is called ingress, and when
data leaves a port or goes out it is called egress. A communication system may
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include number of switches and nodes. At broad level, switching can be divided into
two major categories:

0 Connectionless: The data is forwarded on behalf of forwarding tables. No
previous handshaking is required and acknowledgements are optional.

— Connection Oriented: Before switching data to be forwarded to destination,
there is a need to pre-establish circuit along the path between both endpoints. Data
is then forwarded on that circuit. After the transfer is completed, circuits can be
kept for future use or can be turned down immediately.
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er ¢ dﬁed communication path,

Circuit Switchin

When two nodes coml
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et switching. The entire
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Packet Switching:

Shortcomings of message
message is broken down into'S
in the header of each gmcket and trafSii
It is easier for mterrrr& tworking devi o°Store small size panﬁhnd they do not take
much resources either on ge or in the internal memo

T t es
Packet switching enhances line eff1c1en¥a!ac£ts[fﬂ1‘:1ple applications can be multiplexed over

the carrier. The internet uses packet switching technique. Packet switching enables the user to
differentiate data streams based on priorities. Packets are stored and forwarded according to their priority
to provide quality of service.

Message switching:

This technique was somewhere in middle of circuit switching and packet switching. In message
switching, the whole message is treated as a data unit and is switching
/ transferred in its entirety.
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A switch working on message switching, first receives the whole message and buffers it until
there are resources available to transfer it to the next hop. If the next hop is not having
enough resource to accommodate large size message, the message is stored and switch waits.

This technique was considered substitute to circuit switching. As in circuit switching the whole
path is blocked for two entities only. Message switching is replaced by packet switching.
Message switching has the following drawbacks:

Every switch in transit path needs enough storage to accommodate entire message.

Because of store-and-forward technique and waits included until resources are
available, message switching is very slow.

Message switching was not a solytiog far s ming media and real-time
applications. 5 (l.(L G%
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Analog Signal

-

o~
Access to ISDN: E
Ly

_' ISDN N.:e’tw'qu."."

Digital Signal
L

7z

ISDN Bridge ISDN Bridge

Hub

Telephone Telephone

¥ ¥ L ¥y ¥
LAN PCs LAN PCs

Most people use ISDN for high-speed internet when options like DSL or cable modem
connections are not available.

Setting up ISDN is something you’ll want to work on with your Internet Service Provider
(ISP). Alot of the steps can easily be done from your home.
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Your ISDN will be plugged in through a traditional POTS (Plain Old Telephone
Service) line that can access both phone numbers at once.

You'll have to make sure you have a working POTS line and assigned phone numbers
to begin.

After that, you can follow the steps below to get your voice and data communications up
and running.

ISDN setup

-:;.E-LLE%
Setting up an ISDN corﬂ inkaiva alD WUgging in the

telephone compan

o
The proces'#

Lo \-'I-“
P0|
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Dir
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Broadband ISDN:
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Functional Architecture off B-ISDN
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Figure: Functional architecture of B-ISDN

n rated
Instead of using the useE fiber-optic and
radio media. Broadban port technology

of Asynchronous Transfer
mechanisms of Synchronous

ysical transport

Before B-ISDN, th I ISDN atte stitute the a telephone system

with a digital system ppropriate for both voic -v0|ce traffic.
Obtaining worldwide agree € ;‘f% ndard was expected to
lead to a large user demand for | qrpﬁwﬁ?ﬂ ce leading to mass production and

inexpensive ISDN chips.

However, the standardization process took years while computer network technology
moved rapidly. Once the ISDN standard was finally agreed upon and products were
available, it was already obsolete.[citation needed] For home use the largest demand
for new services was video and voice transfer, but the ISDN basic rate lacks the
necessary channel capacity.

X.25



https://networkencyclopedia.com/synchronous-optical-network-sonet/
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https://networkencyclopedia.com/international-telecommunication-union-itu/
https://networkencyclopedia.com/integrated-services-digital-network-isdn/
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X.25 is a protocol suite defined by ITU-T for packet switched communications over
WAN (Wide Area Network). It was originally designed for use in the 1970s and became
very popular in 1980s. Presently, it is used for networks for ATMs and credit card
verification. It allows multiple logical channels to use the same physical line. It also
permits data exchange between terminals with different communication speeds.

X.25 has three protocol layers

e Physical Layer: It lays out the physical, electrical and functional
characteristics that interface between the computer terminal and the link to the
packet switched node. X.21 physical implementer is commonly used for the

linking.

e Data Link Layer: It com i gE"Brgcedures for exchanging data
over the link. Here, ﬁr i i Mssion over the link is attached
to the packets ‘ : e (Link Access

Procedure B
delivery o

, and the circ
iigual Gikcuit,

Frame Relay

Frame Relay is a pack %€ from LANs (Local Area
Network) to backbonge netwo fit two layers: physical layer and

data link layer. It s ?r all stan protocols ﬁl[nostly implemented
at the data link layer. F# "\
Frame Relay uses virtual circuits to'!)nlal; BS..E;I! router to multiple remote sites. In

most cases, permanent virtual circuits are used, i.e. a fixed network-assigned circuit is
used through which the user sees a continuous uninterrupted line. However, switched
virtual circuits may also be used.

Frame relay is a fast packet technology based on X.25. Data is transmitted by
encapsulating them in multiple sized frames. The protocol does not attempt to correct
errors and so it is faster. Error correction is handled by the endpoints, which are
responsible for retransmission of dropped frames




Packet Layer Protocol:

Packet Layer Protocol or PLP is the Network Layer protocol for the X.25 protocol suite. PLP
manages the packet exchanges between DTE (data terminal) devices across VCs (virtual calls).
PLP also can be used on ISDN using Link Access Procedures, D channel (LAPD).

There are 5 modes of PLP: call setup, data transfer, idle, call clearing, and restarting.

e Call setup mode is used to create VCs (virtual calls) between DTE devices. A PLP uses the 14-
digit X.121 addressing scheme to set up the virtual call.

e Data transfer mode is used to send data between DTE devices across a virtual call. At this level
PLP handles segmentation and reassembly, bit padding, error control and flow control.

e Idle mode is used when a virtual call is.establighed.but there is no data transfer happening.
e Call clearing mode is used to enﬁék ices and to terminate VCs.
1ze e
i@ S) P,

e Restarting mode is used t G NSMISSI een a DTE device and its locally
connected DCE (dat i
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Benefits of ATM Networks are

* |t provides the dynamic bandwidth that is particularly suited for bursty traffic.

¢ Since all data are encoded into identical cells, data transmission is simple, uniform and
predictable.

* Uniform packet size ensures that mixed traffic is handled efficiently.
¢ Small sized header reduces packet overload, thus ensuring effective bandwidth usage.
* ATM networks are scalable both in size and speed.
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ATM reference model comprises of three layers

* Physical Layer - This layer corresponds to physical layer of OSI model. At this layer,
the cells are converted into bit streams and transmitted over the physical medium. This
layer has two sub layers: PMD sub layer (Physical Medium Dependent) and TC
(Transmission Convergence) sub layer.

e ATM Layer —This layer is comparable to data link layer of OSI model. It accepts the 48
byte segments from the upper layer, adds a 5 byte header to each segment and
converts into 53 byte cells. This layer is responsible for routing of each cell, traffic
management, multiplexing and switching.

Advantages of Wireless Networks

e |t provides clutter-fre dem ires and cables.
It increases the % d ﬁhe system since

pe coverage or Wi-
ed.

needn’t be
M=o be

yialLe not
alable.

fipment.
&0 the system

e  Wireleéss

ip

Repeaters:

Repeaters are network devices
regenerate an incomi S|gnal belOre

I Iayer OSI| model that amplify or
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asS signal boosters. i
Types of Repeaters 'F# E

According to the types of signals that they[ &enerate repeaters can be classified into
two categories —

¢ Analog Repeaters — They can only amplify the analog signal.

¢ Digital Repeaters — They can reconstruct a distorted signal.
According to the types of networks that they connect, repeaters can be categorized into
two types -

¢ Wired Repeaters — They are used in wired LANSs.
e Wireless Repeaters — They are used in wireless LANs and cellular networks.
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According to the domain of LANs they connect, repeaters can be divided into two
categories -

¢ Local Repeaters — They connect LAN segments separated by small distance.
¢ Remote Repeaters — They connect LANSs that are far from each other.

Advantages of Repeaters

e Repeaters are simple to install and can easily extend the length or the coverage
area of networks.

e They are cost effective.

e Repeaters don’t reqﬁ ac‘b L'Lﬁ%he only time they need to be
investigated is | nge. E
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Bridges:

A bridge is a network e p orks) together to form
a larger LAN. The proce ingnetworld is c idging. A bridge
connects the different comp t ar as single network. Bridges

operate at the data link layer of | Bde en eferred as Layer 2 switches.

Uses of Bridge 'Ff F “ii"'
e Bridges connects two orﬂlngaiﬁielal“tatﬁas a similar protocol
t

and provides communication between the devices (nodes) in them.

¢ By joining multiple LANSs, bridges help in multiplying the network capacity of
a single LAN.

e Since they operate at data link layer, they transmit data as data frames. On
receiving a data frame, the bridge consults a database to decide whether
to pass, transmit or discard the frame.

o If the frame has a destination MAC (media access control) address in the
same network, the bridge passes the frame to that node and then discards
it.




o If the frame has a destination MAC address in a connected network, it
will forward the frame toward it.

By deciding whether to forward or discard a frame, it prevents a single
faulty node from bringing down the entire network.

In cases where the destination MAC address is not available, bridges can
broadcast data frames to each node. To discover new segments, they maintain
the MAC address table.

In order to provide full functional support, bridges ideally need to be
transparent. No major hardware, software or architectural changes should be

required for their installation.

Bridges can switch a kﬁﬂlﬁ
from the network boVe. Thissis
payload field Arri
address for

Bridges
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Features R

A router is a la

It connects differen
to another.

A router can d both in LANs (Local Area Netwo:ﬁ*:h'b WANSs (Wide Area
Networks).

It transfers data in theg;)lr#l -ﬂ |PL[CEEEI olrdier to transmit data, it uses IP

address mentioned in the destination field of the IP packet.

&l packets from one network

Routers have a routing table in it that is refreshed periodically according to the
changes in the network. In order to transmit data packets, it consults the table
and uses a routing protocol.

In order to prepare or refresh the routing table, routers share information among
each other.

Routers provide protection against broadcast storms.

Routers are more expensive than other networking devices like hubs,bridges and
switches.
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e Routers are manufactured by some popular companies like —

Cisco
D-Link
HP
3Com

Routing Table

The functioning of a router depends largely upon the routing table stored in it. The
routing table stores the available routes for all destinations. The router consults the
routing table to determine the optimal route through which the data packets can be sent.

O O O O

A routing table typically con

S
* |P addresses G

channels Rouﬂ't
[ ]

ot refreshed

'ih.’other routers

Types o
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devices like laptops,
rnet routing. For indoor
outdoor connections.

smartphones et
connections, the ra

J Broadband#dkﬁuters = connect he Internet through
telephone a #e voice over Internet Protocol (Vol ology for providing
high-speed Internet They are confi r% rovided by the Internet
Service Provider (ISP). _' I [EI%‘

e Core Routers — They can route data packets within a given network, but cannot
route the packets between the networks. They helps to link all devices within a
network thus forming the backbone of network. It is used by ISP and
communication interfaces.

e Edge Routers — They are low-capacity routers placed at the periphery of the
networks. They connect the internal network to the external networks, and are
suitable for transferring data packets across networks. They use Border Gateway
Protocol (BGP) for connectivity. There are two types of edge routers, subscriber
edge routers and label edge routers.
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Gateway:

A gateway is a network node that forms a passage between two networks operating with
different transmission protocols. The most common type of gateways, the network gateway
operates at layer 3, i.e. network layer of the OSI (open systems interconnection) model.
However, depending upon the functionality, a gateway can operate at any of the seven layers of
OSI model. It acts as the entry — exit point for a network since all traffic that flows across the
networks should pass through the gateway. Only the internal traffic between the nodes of a LAN
does not pass through the gateway.
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Features of Gatewa)%
i aﬂ.manages all data that

ing with different
between the
that it can
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mented as
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configured usi

e |t uses packet swi Ss the networks.

Types of Gatewfy.g ¥ -‘\iﬂ*
On basis of direction of data flﬂgal/va!sl'aﬂiilyﬁ/ided into two categories —

¢ Unidirectional Gateways - They allow data to flow in only one direction.
Changes made in the source node are replicated in the destination node, but not
vice versa. They can be used as archiving tools.

¢ Bidirectional Gateways — They allow data to flow in both directions. They can
be used as synchronization tools.

On basis of functionalities, there can be a variety of gateways, the prominent among
them are as follows -

¢ Network Gateway — This is the most common type of gateway that provides as
interface between two dissimilar networks operating with different protocols.
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Whenever the term gateway is mentioned without specifying the type, it indicates
a network gateway.

¢ Cloud Storage Gateway - It is a network node or server that translates storage
requests with different cloud storage service API calls, such as SOAP (Simple

Object Access Protocol) or REST (REpresentational State Transfer).It facilitates
integration of private cloud storage into applications without necessitating
transfer of the applications into any public cloud, thus simplifying data
communication.
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Routing Algorithms

The algorithms that choose the routes and the data structures that they use are a major

area of network layer design.

Routing algorithm: It is that part of the network layer software responsible for

deciding which output line an incoming packet should be transmitted on.

If the network uses datagrams internally, this decision must be made anew for every

arriving data packet since the best route may have changed since last time. If the network uses
virtual circuits internally, routing decisions are made only when a new virtual circuit is being
set up.




Session routing : Thereafter, data packets just follow the already established route.
The latter case is sometimes called session routing because a route remains in force
for an entire session (e.g., a login session at a terminal or a file transfer)
Forwarding: It is sometimes useful to make a distinction between routing, which
is making the decision which routes to use, and forwarding, which is what

happens

when a packet arrives.
One can think of a router as having two processes inside it. One of them handles each
packet as it arrives, looking up the outgoing line to use for it in the routing tables

Properties of routing algorithms

Regardless of whether routes a ciﬁa acket or only when new
connections are establishe in i j routing algorithm:

v correctness, ﬁ

v simplicity,
v robustness,

v stability,
v fairness,

'
Types of Routing AlgM
Routing algorithms c.rf groupe

1. Non Adaptive

2. Adaptive. r' *}
Nonadaptive algorithms do no bﬂ Eﬂoutn it1 or& easurements or
estimates of the current topology and tratfic. r

Static routing: The choice of the route to use to get from I to J (for all I and J) is

computed in advance, offline, and downloaded to the routers when the network is

booted.

Adaptive algorithms change their routing decisions to reflect changes in the topology,

and sometimes changes in the traffic as well. These dynamic routing algorithms changes routes
dynamically at run time in the following cases.

v Initially, get their information from locally, from adjacent routers, or from all

routers.

v When the topology changes,

v When metric is used for optimization (e.g., distance, number of hops, or

estimated transit time).
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3.2.4 The Optimality Principle

It is necessary to find optimal routes without regard to network topology or traffic. The
principal of optimality as follows;

v Find an optimal path has the property that whatever the initial conditions

and control variables (choices) over some initial period.

v The control (or decision variables) chosen over the remaining period must be

optimal for the remaining problem, with the state resulting from the early

decisions taken to be the initial condition.

The optimality principle states that if router J is on the optimal path from router I to router

K, then the optimal path from J to K alsﬁLalt;lg Es e route.
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Flooding 'E‘

Another static algorit Jfoo ing, in which every incoming pack 't_th out on every
outgoing line except the ohe i n. Flooding obviousl *il vast numbers of
duplicate packets, in fact, an infirt#e ller Iﬂfiieiﬁeﬁr s are taken to damp the
process.

One such measure is to have a hop counter contained in the header of each packet, which
is decremented at each hop, with the packet being discarded when the counter reaches zero.
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Advantages
v Efficient and easy to implement.
v It does not require routers to know about spanning trees,
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v Nor does it have the overhead of a destination list or bit map in each broadcast
packet as does multidestination addressing.
v Nor does it require any special mechanism to stop the process, as flooding does.

TCP/IP Network:

Transmission Control Protocol (TCP)

TCP, like UDP, is a process-to-process (program-to-program) protocol. TCP, therefore,

like UDP, uses port numbers. Unlike UDP, TCP is a connection oriented protocol; it creates a

virtual connection between two TCPs to send data. In addition, TCP uses flow and error control

mechanisms at the transport level. In bri P is called a connection-oriented, reliable
1

a"E atures to the services of IP.
>

transport protocol. It adds connectimi_

* TCP Services
The services offered by Tj
Process-to-Process C
Like UDP, TCP pro
Table 4-2 lists so

TCP, on the
and allows t

environmenEw i

that e
carries thei g i i i i Figure 4.13
Stream delivery. ngeilde receiving

process co;ﬁ

q Header Data

Source port address
16 hits

Destination port address
16 hits

Sequence number
32 bits

Acknowledgment number
32 hits

HLEN Reserved Window size
4 hits & bits 16 bits
Checksum Urgent pointer
16 bits 16 bits

Options and Padding

Sequence number. This 32-bit field defines the number assigned to the first byte of data
contained in this segment. As we said before, TCP is a stream transport protocol. To
ensure connectivity, each byte to be transmitted is numbered. The sequence number
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tells the destination which byte in this sequence comprises the first byte in the segment. During
connection establishment, each party uses a random number generator to create an initial
sequence number (ISN), which is usually different in each direction.

Acknowledgment number. This 32-bit field defines the byte number that the receiver of the
segment is expecting to receive from the other party. If the receiver of the segment has
successfully received byte number x from the other party, it defines x + I as the acknowledgment
number. Acknowledgment and data can be piggybacked together.

Header length. This 4-bit field indicates the number of 4-byte words in the TCP header. The
length of the header can be between 20 and 60 bytes. Therefore, the value of this field can be
between 5 (5 x 4 =20) and 15 (15 x 4 =60).

Reserved. This is a 6-bit field reserved for future use.
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World Wide Web:
Structural
Components
Clients/Browsers —— — HTTP
—— Servers HTML _
—— Caches — XML
— Internet URL——

Wt

Eety of

Buters run TCP/IP,

Internetw%
When two or more n

different networks wil
1. Different networks wi
mainframes run on IBM’s

[

& decisions ﬁ;ﬁade moves

2. As computers and rks get c
downwards in organiz

3. As new hardware developmr# r, new software w hﬁ*h to fit the new
hardware. (# va[qﬂ &i

There are various types of network like L ad hoc network, ATM etc.
Different types of network varies from each other mainly due to protocol suite and technology
used by network and various other parameters.

As an example of how different networks might be connected, consider the example of
Figure 3.17. Here we see a corporate network with multiple locations tied together by a wide
area ATM network. At one of the locations, an FDDI optical backbone is used to connect an
Ethernet, an 802.11 wireless LAN, and the corporate data center's SNA mainframe network.
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